Patch management policy
[Company name] · Information security policy [IS-07]
	How to use this template (delete this box before you approve the policy)
1. Replace everything in [square brackets], set your own target times in section 7, and delete what doesn’t apply.
1. It is based on NIST SP 800-40 Rev. 4, Guide to Enterprise Patch Management Planning (April 2022), and CIS Critical Security Controls v8, Control 7, which calls for automated operating system and application patching at least monthly.
1. If you follow the UAE Information Assurance Regulation, ISO/IEC 27001 or a sector regulator’s rules, map each section to their controls and keep the mapping with the policy.
1. Section 11 covers isolated and air-gapped networks, which need a controlled way to bring patches in.
1. Have your security and IT operations leads review it before approval.
1. Free template from Birbal AI: birbalai.com/tools/patch-management-policy-template



	Policy owner
	[Chief Information Security Officer]

	Approved by
	[IT steering committee / CIO], on [date]

	Version
	[1.0]

	Effective date
	[date]

	Next review
	[date, no later than 12 months after approval]


1. Purpose
To reduce the risk from known vulnerabilities by keeping operating systems, applications, firmware and devices up to date, in a planned, tested and verified way.
2. Scope
This policy applies to every IT [and OT] asset that [Company] owns or manages: servers (physical, virtual and cloud), desktops, laptops and mobile devices, network and security devices, databases and middleware, business applications and the libraries they use, firmware, and isolated or air-gapped networks.
Systems managed by suppliers are covered through their contracts (section 15).
3. References
1. NIST SP 800-40 Rev. 4, Guide to Enterprise Patch Management Planning: Preventive Maintenance for Technology
1. CIS Critical Security Controls v8: Control 7, Continuous Vulnerability Management (and Controls 1 and 2 for the hardware and software inventories)
1. [UAE Information Assurance Regulation] [ISO/IEC 27001:2022, Annex A control 8.8, Management of technical vulnerabilities] [your sector regulator’s rules]
4. Roles and responsibilities
	Role
	Responsibilities

	[CISO / IT security manager]
	Owns this policy, monitors vulnerabilities, sets priorities, approves exceptions up to [medium] risk and reports compliance.

	[IT operations / system owners]
	Keep the inventory up to date, test and install patches, and verify them.

	Application owners
	Test business applications after patching and agree maintenance windows.

	[Change advisory board]
	Approves normal and emergency changes.

	[Risk owner / senior management]
	Accepts the remaining risk for high-risk exceptions.

	[Internal audit]
	Checks compliance with this policy.


5. Asset and software inventory
We keep an up-to-date inventory of hardware and software, with each asset’s owner, criticality, network zone and software versions. An asset that is not in the inventory cannot be patched, so new assets are added before they go into production.
6. Finding out about patches
1. [IT security] monitors vendor security advisories, vulnerability scan results and the CISA Known Exploited Vulnerabilities (KEV) catalog [and advisories from national and sector CERTs].
1. Authenticated vulnerability scans run at least [monthly], and [weekly] for internet-facing systems.
1. Each new vulnerability that affects us is logged with its severity, the affected assets and its priority.
7. Priorities and target times
Example target times: set your own after your risk assessment. A patch is on time when it is installed, or the vulnerability is otherwise fixed, within the target time from the patch’s release.
	Priority
	When it applies
	Target time

	Emergency
	Known to be exploited (for example, listed in the CISA KEV catalog) on an internet-facing or critical system
	[72 hours]

	Critical
	CVSS 9.0 to 10.0, or known to be exploited on any other system
	[7 days]

	High
	CVSS 7.0 to 8.9
	[30 days]

	Medium
	CVSS 4.0 to 6.9
	[60 days]

	Low
	CVSS 0.1 to 3.9
	[90 days or the next scheduled maintenance]



Adjust the priority for exposure (internet-facing systems move up), asset criticality, data sensitivity and compensating controls. Isolation can lower the urgency, but it never removes the need to patch. Routine operating system and application updates are installed at least monthly.
8. Testing
Patches are tested before wide deployment: for critical systems in a test environment that mirrors production, then on a pilot group of about [10%] of devices, then everywhere. Every change has a rollback plan. Emergency patches may use a shortened test approved by [the CISO].
9. Change management
Routine monthly updates are standard, pre-approved changes. Other patches follow the normal change process. Emergency patches follow the emergency change process and are reviewed afterwards.
10. Deployment
Patches are installed in agreed maintenance windows: [day and time] for servers and [day and time] for user devices, with automated tools where possible. Users get [24 hours’] notice of restarts. Devices that miss [two] patch cycles are reported to their owners and may be blocked from the network.
11. Isolated and air-gapped networks
Patches for networks with no internet connection are downloaded on a connected system, checked against the vendor’s digital signature or published hash, scanned for malware and logged.
They are moved into the isolated network on approved, encrypted media or through a one-way transfer system, by authorised staff, under the change process.
A local patch repository inside the isolated network is kept up to date, and its contents are logged so that installed versions can be verified.
12. Verification and reporting
After deployment, installation is verified by rescanning or by checking installed versions. A monthly report to [the IT steering committee] shows compliance by priority, overdue patches, open exceptions, mean time to patch and assets that are not reporting.
13. Exceptions and compensating controls
If a patch cannot be installed within the target time, for example because a vendor has not certified it, the system owner requests an exception. The request states the risk, the compensating controls (such as isolation, firewall rules, disabling the vulnerable feature or extra monitoring) and an expiry date no more than [90 days] away.
Exceptions are approved by [the CISO] for up to [medium] risk and by [the risk owner] for higher risk, and they are reviewed [monthly].
14. Software that is no longer supported
Software and devices that no longer receive security updates are replaced, upgraded or isolated by [date or within [6 months] of end of support]. Until then, they need an approved exception.
15. Suppliers and cloud services
Contracts with suppliers who manage our systems require patching within this policy’s target times, and monthly reports. For cloud services, we patch what we are responsible for under the provider’s shared responsibility model.
16. Compliance
Compliance is monitored through the monthly report and checked by [internal audit]. Breaches of this policy may lead to disciplinary action.
17. Review
[The policy owner] reviews this policy at least every [12 months] and after major incidents or changes.


Annex A: Patch exception request
	System or asset
	

	Owner
	

	Patch or vulnerability (CVE)
	

	Priority and target date
	

	Why it cannot be patched on time
	

	Risk if not patched
	

	Compensating controls
	

	Exception expiry date
	

	Approved by, and date
	


Annex B: Monthly patch report
1. Patch compliance by priority, and the trend over the last [6] months
1. Overdue patches, with their assets and owners
1. Open exceptions and their expiry dates
1. Mean time to patch for critical and high priorities
1. Assets not reporting to the patch or scanning tools
1. Software that is no longer supported, and the plan for each
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