Whistleblowing policy
[Company name] · Speak up about wrongdoing, safely
	How to use this template (delete this box before you publish the policy)
1. Replace everything in [square brackets], choose the options that fit and delete the rest. Keep the language plain: people read a policy like this when they are worried.
1. The UAE has no single federal whistleblowing law. Rules that may apply to you include the DFSA regime for DFSA-regulated firms in the DIFC (since 7 April 2022), the ADGM Whistleblower Protection Regulations 2024 (arrangements required from 31 May 2025), Dubai Decision No. 2 of 2025 for entities overseen by the Dubai Financial Audit Authority, and rules from your sector regulator. Check which apply and adjust sections 4, 9 and 10.
1. The structure follows ISO 37002:2021, the international guidance on whistleblowing management systems: trust, impartiality and protection, and four steps to receive, assess, address and conclude each report.
1. Publish it in Arabic and English, and in any other language your staff need.
1. Have your legal adviser review it before you adopt it. This template is not legal advice.
1. Free template from Birbal AI: birbalai.com/tools/whistleblowing-policy-template



	Policy owner
	[Head of Compliance]

	Approved by
	[Board of directors / Audit committee], on [date]

	Version
	[1.0]

	Effective date
	[date]

	Next review
	[date, no later than 12 months after approval]


1. Purpose
[Company] wants to hear about wrongdoing early, so that it can be stopped and put right. This policy explains how to raise a concern, how we handle it, and how we protect the people who speak up.
2. Who can use this policy
Anyone with information about wrongdoing connected with [Company], including employees on any contract, directors, interns, contractors, agency staff, consultants, suppliers and their staff, customers and former employees.
3. What to report
Report anything you reasonably suspect is wrong, for example:
1. fraud, theft or misuse of company money or assets
1. bribery, corruption, kickbacks or improper gifts
1. money laundering, terrorist financing or breaches of sanctions
1. breaches of law, regulation or licence conditions
1. false records, accounts or reports
1. risks to health and safety or to the environment
1. misuse, loss or leaks of personal or confidential data
1. undeclared conflicts of interest
1. serious misconduct, such as harassment or abuse of authority
1. retaliation against someone who raised a concern, and any attempt to hide any of the above

What this policy is not for: personal grievances about your own job, such as pay, appraisal or a disagreement with your manager. Use the grievance procedure [link]. If you are not sure, report anyway and we will direct it to the right place.
In an emergency, if someone is in immediate danger, call the police on 999 or an ambulance on 998 first.
4. How to report
Use whichever channel you are most comfortable with:
	Channel
	How
	Anonymous?

	Online reporting platform
	[link], open 24 hours a day, in Arabic and English
	[Yes]

	Telephone
	[number], [hours]
	[Yes / No]

	Email
	[dedicated address], read only by the whistleblowing team
	[No]

	In person or by letter
	[Whistleblowing Officer], [address]
	[No]

	Your manager
	Managers must pass every concern to the Whistleblowing Officer within [2 working days]
	No

	If the concern is about senior management or the Whistleblowing Officer
	[Chair of the audit committee], [contact details]
	[Yes / No]



What to include: what happened, when and where, who was involved, how you know, and any documents or other evidence. You don’t need proof: a reasonable suspicion is enough. Don’t investigate yourself, and don’t collect evidence in ways that break the law or company rules.
5. Confidentiality and anonymity
We keep your identity confidential. Only the people who need to know it to handle your report will know it, and we will not disclose it without your consent unless the law requires us to.
You may report anonymously. Anonymous reports can be harder to investigate, so we recommend [the online platform], which lets us ask you questions without knowing who you are.
6. Protection from retaliation
No one may be dismissed, demoted, disciplined, harassed, threatened, excluded or otherwise treated unfairly for reporting a concern in good faith, for helping with an investigation, or for refusing to take part in wrongdoing. This protection applies even if the concern turns out to be mistaken.
Anyone who retaliates will face disciplinary action, which may include dismissal. If you think you have suffered retaliation, report it through any channel in section 4.
Knowingly making a false report is misconduct, and it is not protected by this policy.
7. How we handle reports
We follow the four steps in ISO 37002:
	Step
	What happens
	Target time

	1. Receive
	The report is logged in the confidential case register and you receive an acknowledgement.
	[Within 7 days]

	2. Assess
	The Whistleblowing Officer checks whether the report falls under this policy, assesses any risk of retaliation to you, and decides who will investigate. Anyone with a conflict of interest is excluded.
	[Within 14 days]

	3. Address
	An impartial investigation reviews the evidence and interviews the people involved. Everyone named in the report is treated fairly and given a chance to respond.
	[Usually within 3 months]

	4. Conclude
	A decision is made and corrective action taken. You receive feedback, as far as confidentiality and the law allow. The case is closed and recorded.
	[Feedback within 3 months of the acknowledgement]



People named in a report are presumed innocent until the investigation concludes. They will be told about the allegations at an appropriate time and given the chance to respond.
8. Roles and responsibilities
	Role
	Responsibilities

	[Board / Audit committee]
	Approves this policy and oversees it. Receives a report at least [every quarter] on the number and types of cases, response times and outcomes, without names.

	Whistleblowing Officer: [name or role]
	Runs the system independently, with direct access to the [audit committee]. Receives and assesses reports, appoints investigators and keeps the case register.

	Investigators
	Impartial and trained. They declare any conflict of interest before they start.

	Managers
	Listen, pass concerns on promptly, protect the people who raise them, and never try to find out who reported anonymously.

	Everyone
	Report concerns, cooperate with investigations and keep them confidential.


9. Records and personal data
We keep case records securely, with access limited to the people handling the case, for [6 years] after the case is closed [or longer if your regulator requires it]. We process personal data under [the UAE Personal Data Protection Law, Federal Decree-Law No. 45 of 2021 / the DIFC Data Protection Law / the ADGM Data Protection Regulations], as applicable.
10. Reporting outside [Company]
Nothing in this policy stops you from reporting to a regulator, a law enforcement authority or another competent authority where the law allows it. [For example: DFSA-regulated firms: the DFSA. ADGM entities: the ADGM Registration Authority or the FSRA. Entities overseen by the Dubai Financial Audit Authority: its reporting portal. Add your sector regulator.]
11. Training and awareness
1. New joiners learn about this policy during induction, and everyone receives a reminder [every year].
1. Managers and investigators are trained to receive and handle reports.
1. The policy is published on [the intranet] and [the website], in Arabic and English.
12. Review
[The policy owner] reviews this policy at least every [12 months], and after any significant change in the law, using the case statistics and feedback from the people who used it.


Annex A: Report form
For channels without the online platform. Answer as much as you can.
	Your name and contact details (optional)
	

	What happened?
	

	When and where did it happen?
	

	Who was involved?
	

	How do you know about it?
	

	Does anyone else know about it?
	

	What evidence is there, and where is it?
	

	Have you reported it before? To whom?
	

	Are you worried about retaliation?
	

	Date
	


Annex B: Case register fields
1. Case number, date received and channel
1. Category of wrongdoing
1. Date acknowledged, and who assessed the report
1. Risk of retaliation and the protective measures taken
1. Investigator and any conflicts of interest declared
1. Status, outcome and corrective actions
1. Date of feedback to the reporter, and date closed
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